ALHIU& (Rev 1101 Appheaion for 8 Search Warerd

UNITED STATES DISTRICT COURT

for the
Eastern District of Arkansas

In the Matter of the Search of
fBriclly descrrbe the property to be searched
or idesitify the person by name and pddress) Case No.  4:24swi0062 JJV
Residencs located al

(SUBJECT PROPERTY)

Y St e N g St

APPLICATION FOR A SEARCH WARRANT

|, a federat faw enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that T have reason to believe that on the following person or property (identifis the person or describe the

,txg,%eeﬂi\{? ‘ﬁ%ﬁ'{‘l{ FM géve il location):

locatedinthe  Eastem  Districtof _ Arkansas | there is now concealed (ident fhe
person or describe the property 1o be seized),
See Altachment B

The basis for the search under Fed. R, Crim. P, 31(¢) is feheck one or morey.
Nf evidence of & crime;
_ﬁf contraband, fruits of crime, or other items illepatly possessed:
dpmperty designed for use, intended for use, or used in commirting a crime;
£3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Cuode Secrion Offense Description
18 U5 C. Sec. 922(a){1)}{A) dealing in firearms without a licanae
18 U.S.C. Sec. 921(a)(6) uridawifut acquisition of a firearm

The application §s based on these facts:
Please see atachad athdavit

&‘f Comtinued on the attached sheet.

™ Delayed notice of _ days (give exact ending date if more than 30 days: ) is requested
under 18 L.5.C. & 3103a, the basis of which is set forth on the atw

ssted by telephans pursuan fo Fule 41203 4103)
of the Federal Rules of Criina! Frocedure

ATE Speaal Agent
Frime brnme angd tiele

Sworn to before me and signed in my presence.

Date: 030052024 . 0 / .

ader s vipnanere

City and state; Little Rock Arkanses .o e d Volps, Unnied States Magistrate Judge
Prined mome ot tithe E GOV ERNMENT
E EXHIBIT
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A T {Reov 08.101 Applicntion (o & Sewrch Warran!

UNITED STATES DISTRICT COURT

for the
Eastern District of Arkansas

in the Manter of the Search of

{Briefly descnbe the property 10 be searched

ar identify the person by name and addrexs Case No. 4:24sw00063 JIV

a white 2022 Toyota Highlander with VIN number
S5TODZRBHYONS 161318 (SUBJECT VEHICLE}

M N Mgt e

APPLICATION FOR A SEARCH WARRANT

I, & federal law enforcement officer or an attomey for the government, request 2 search warmant and state under
penalty of perjury that I have reason to believe that on the following person or property (identifys the person or describe the

Pfg;éterm!f al&%aé-ﬁl{cgfd give its location):

locatedinthe  Easten  Districtof _ Arkansas . there is now concealed fidensify the

peraorn or deseribe the properiy fo be seized):
See Attachment B

The basis for the search under Fed. R. Crim. P. 41(c} i$ fckeck onc or rore.:
ﬁf evidence of a crime;
& contraband, fruits of crime, or other items tllegally possessed;
o« property designed for use, intended for use, or used in committing & crime;
3 a person 1o be amrested o a person who is unlawfully restrained.

The search is relaled te a violation ol

Cade Sectinn o . Offense Description
18 U.5.C. Sec. 922(a){1}{A) deating in firearms wilhout 3 license
18 U S.C. Sec. 9211{a}(6} unkawful acquisition of a firearm

The application is based on these facts:
Piease see attached affidavit

ﬂf Continued on the altached shect.
0O Delaysdnoticeof  days (give exact ending date il more than 30 days: ) is requested

under 18 U.5.C, § 3103z, the basi hich is set forth on the atLi' §
snd byl st o e g A -

of the Federal Rufes ¢f Criminal Procedyre

LTV LRV TR Ry S ry

ATF Special Agent

Frinted name and tivie

Swarm to before me and signed in my presence.

Crate:
Sl 'y vighature

0306024 S g

City and state: Hittle Rogh, Arkansas L .

Frovied nerne oond title

Joa ¥ Voips. Unted States Magisieste Judge



INTHE UNITED STATES DISTRICT COURY
FORTHE BEASTERN DISTRICT OF ARKANKSAS

INTHE MATIER OF FHE SEARCH OF THE
RESIDENCE LOCATED AT KCase No, 4:24sw 00062 1§y
4:23:wi0063 1V

(SUBIECT FPROPERTY) and A WHITE 2022
TOYOTA HIGHLANDER, WITH VEHICLE  [Filed Under Seal
IDENTIFICATION NUMBER (VIN)
STDDZRBHINS161319, (SUBJECT
VEHICLE)

AFFIDAVIT IN SUPPORT OF
AN APPLICATION FOR A SEARCH WARRANT

E.- being first duly swom, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

i Your Afﬁant,—is an investigative or law enforcement officer of the

United Slates. within the meaning of Title 18, United States Code (USC) Section 2310{7} and is

empowered by faw 1o conduct investigation of and to make arrests for offenses enumerated in Title

18, United States Code {USC) Section 2516, Your Affiant is a Special Agent (S/A) of the Bureau

of Alcohg!, Tobacco, Firearms and Explosives {ATE), assipned to the Little Rack Field Office.




3. In your Affiants law enforcement employment, your Affiant has authored and

conducted numerous analyses of telephones and telephone billing recerds. inciuding those used by
subieels involved in possession of firearms.  Your Afliant has taken over 200+ hours of cellujar
data training courses from 2018-2023. Your Affiant has taken additional training courses covering
the topics of celivlar data from providers, celiular data clored on a celiutar deviee, and other data
held on cellulzr devices associated with other electronies. Your Affiant has participated in the
excoution of search warrants, including search warrants for contents from electronic devices such

as celiular tel=phones and portable electronic storage devices. Consequently, vour Afflant is

farniliar with the ways in which persons who are engaged in the business of dealing fircarms
without @ license use eellular telephones to facilitate, promote. and memorialize their tllepul
activities. Your Affiant knows that persons who engage in the business of dealing firearms without
a license, often tuke pictures ad videos of their illegul activity «nd maintain those pictures and
vidcos on their phones, Furthermore, based upon yowr Affiant’s training and experience, persons

who are enpaged in the business of dealing fircarms without a lcense, ofien take photographs and




videos of fircarmns, fircarm parts and accessories, and other contraband in their possession using
their cellulitr telephones and subsequently post such photographs and videos on social media,
including on Fucebook and Snapchat, using their cellular telephones.  Your Affiant knows
CashApp, PayPal, Zetle, and similar online monelary transaction accounts, are digital applications
cammonly used via cellular phones to purchase or pay for both legal and contraband items, such
as firearms by prohibited persons.

4, Additionally, based upon your Affiant’s training und experience, your Affiant
knows that persons who engage in the business of dealing fircarms without a hicense, often utilize
cellilar telephones to facilitate the purchase of, transportation of, and/or distribution of the
firearms. They frequently use cellular phones to send and receive phone calls, text messages, and
voice mails to and from their source(s) of supply and their customers. They store contact
information, ¢.g. phone numbers and addresses, for their source(s) of supply and customers in their
cellular phones, Your Affiant knows persons who are engaged in the business of dealing firearms
without a license use cellular telephones to take/receive photographs of firearms. Persons who are
engaged in the business of dealing firearms without a license use eellular telephones to take
photographs of the proceeds of their firearm and ficearm dealing activities. Thus, cellular
telephones frequently contain names. text messages, voice mail messages, photographs, videos,
and contact numbers for/of others involved in the business of dealing of fircarms.  Your Afftant
koows cellular telephones will retain text messages, contact lists, phone cail information, and
photographs until manually deleted or deleted according te the celiular phone's scttings.

5. Your Affiant hag also beest involved in various types of electronie survet!ance and
in the debricfing of defendants, witnesses, informants, and others who have knowledge of firemms

violations. Your Affiant has participated in investigations resuliiag in the arrest of prohibited




persons ir possession of firearms. fircarms wafficking suspects, and in the scizure of numerous
unlawfully possessed fircarms. Your Affiant has participated in investigations involving the use
of video surveillance. Your Affiant is familiar with the manner in which persons whe are engaged
in the husiness of dealing firearms without a license, including but not liroited to: their rcthods of
untawfully acquiring and distributing firearms, use of telecommunication devices to include
electronic mail, land linc telephones, cellular telephones, and has been trained on the use of counter
surveillance techriques, and use of numerical eodes and coded and/or cryptic language, words,
and references to conduct their transactions.

6. Your Affiant knows that Title 18 U.S.C. Section 922(u}(6), of the Gun Control Act
{GCA), makes it unlawful for any person in connection with the acquisition or attempted
acquisition of any firearm or ammunition from a licensed importer, licensed manufacturer,
licensed dealer, or licensed collector, knowingly 1o make any false or fictitious oral or written
statement or to fornish or exhibit any false, fictitious, or misrepresented identification, intended ot
likely to deceive such importer, manufacturer, dealer, or collector with respect to any fact materia!
to the lawfudness of the sale or other disposition of such firearm or ammunition.

7. Your Afliant knows that Title 18 U.8.C. Section 922(2)(1){A), of the GCA, it is
unlawful for any person except a licensed dealer, to engage in the business of importing,
manufacturing, or dealing in firearms, or in the course of such business to ship, transport, or receive
any fircarm in interstate or foreign commerce.

8. Your Affiant knows that the term “firearm™, as defined in Title 18 US.C, Section
92NN AK A of the GCAL meuns any weapon (including a starter gun) which will ur is designed @ ot
may readily be converted to expel & projectile by the action of an explosives: or (B) the frame or

receiver of any such weapon; or (C) eny firearm mufller or fircann silencer; or (1) any destructive

4




device.

9. Your Alfiant knows the tenp “dealer”, as defined in Title 18 USC 921(a)(11) of the
GCA, means (A} any person engaged in the business of selling firearms at wholesale or retail; or (B)
any person engaged in the business of repairing firearms or of making or fitting special barrels, stocks,
or trigger mechanisms lo firearms; or {C) any person who is a pawnhroker,

10.  Your Affiant knows the term “engaged in the business”, as defined in Title 18 USC
921{a)21XC) of the GCA, as applied to a dealer in fircarms, as defined in 92H{a){11XA), a person
who devotes time, attention, and labor to dealing in fircarms as a regular course of trade or business
to predominately eam a profit through the repetitive purchase and resale of firearms, but such ferm
shall not include & person who makes occasional sales, exchanges, or purchases of firearms for the
enhancement of a personal collection or for a hobby, or who sells all or part of his personal collection
of fircarms.

1. Your Affiant knows the term “to predominately eam a profit”, as defined in Tide 18
USC 921(aX22) of the GCA, means that the intent underlying the sale or disposition of fircarms 15
predominately one of obtaining pecuniary gain, as opposed to other intents, such as improving or
liquidating a personal firearms collection: Provided, that proof of profit shall not be required as to a
person who engages in the regular and repetitive purchase and disposition of firearms for criminal

PUrpOSES OF terTorism,

12.  Theinformation in this Affidavit is based on your Affiant’s personal observations;
information received from outside sources; information received from cooperating witnesses;
review of recordings and tex! mussages: review of records and law enforcement databascs; records

of the purchase of fircarms, firearms parts and xccessories: information received from other faw

enforcement agents; your Affiant's expericnes and training; and the expericnee of vther agents and




law enforcament officer. Bocause of this Affidevit™s lmilted purpeec. it does not contan
the faets knovwn to your Affisnt or other law enforcement offtcers abran the invesizanan
Additionally, the converations serunerized and transiribed below do not necessanls roprosent
the enlirety f the conversation, but rather the essentiel parts that support probable cause. 1618
atlidavit iy intended 1o show merely that there 1y sufficien) probabic cause for the requested warmant
and docs not set forth all of your Afflant’s knowledge about this matier.

13 Based on vour Affiznt’s training and experience and the facts as set forth in s
athidavit, there is probable cause o believe that violstions of Tide 18, United States Code §3
Y2a) 1) Ay and 922(aM6), have been commtied by Brvan Keith MALINOWSKE (hereafier
referred to as MALINOWSKI). There is also probable cause to search the property described in
Attachment A for evidence, instrumentalities; and/or fruits of these crimes further described 1n
Anschment 8 This affidavii is made in suppost of a search waant for the residence, elevtzonic
devices, including cell phones, and any storage safes, as Turther deseribed in Altachment Al and
B {the “SUBJECT PROPERTY™), a5 well as a white 2022 Toveta Highlunder, with vehicle
1dentification number (VIN) STDDZRBHINSTAI319 (the *SUBJECT VEHICLE™, =s further
deseribed in Attachment A2 and B,

JURISBICTION

14, This Court has junisdiction to issue the requested wartamt becouse it is " court of
cempetent jurisdiction” as defined by Title 15, United Sunes Code, Sections 2714, and lite 18,
United States Code, Sections 2703(a), (IMODTAY, & (GO XAY. Specificaily, the Court is =a Bstrict
caurt of the United States - that has jurisdiction over the offense being investigated” 25 outlined

in Fitde 18, United States Code, Scetion 27V H{3INAYI).

{



PROBABLIE CAUSE

15, By way of background, ATF works in conjunction with various law enforcement
agencics within the United States (U.S.) by wracing the acquisition and disposition of firsarms
recovered there that are sourced in the U.S, ATF also assists bordering foreign countries, Canada
and Mexico, in investigating firearm-related crimes where recovered firearms have an origin or
simitar nexus to the U.S. The cooperation between these countries and ATF in the U.S. is intended
to combat violent fircarm-related crimes that cross each country's border. ATF further employs
individuals, inchuding liaison/attaché and intelligence personnel, who are stationed in these
respective foreign countries.

16.  A'IF further utilizes personnel assigned to regional Crime Gun Intelligence Centers
(COIC)Y in its 1S-hased field divisions, as well as in its Office of Strategic Intelligence and
fnformation (OSII), who assist in detecting and investigating potential firearms trafficking
schemes. Much of the inteliigence used in jnvestigating fircarm trafficking schemes revoives
arcund data accessed through ATF's National Tracing Center (NTC). When a firearm is recovered
by a law enforcement agency, both inside the U.S. as well as Canada and Mexico, a trace reques!
may be submitied to the NTC by the reeovering and/or related investigating agency. To mitiatc a
trace, information including the firearm description (io include type, make, manufscturer, model,
and catiber), recovery locaton/information, and any potential involved persons, is requested of the
submitter, NTC utilizes information obtained from federal firearms leensees (FFLsy who are
lcenzed by ATK to engage in various aspects of firearm-related commerce, which may include
activitics such ns manufacturing, wmporting, acquiring. andor disposing of tirearms lawfully
within the confines of the National Firearms Act (NFA) and GCA, amongst other potential states.

17.  For an individual to purchase o fircanin(s), they must appear in person w the




premises or authorized aliernate location of an FFL. Upon presenting valid government-issued
photo identification, verificd by the FFL or an emplovee/designee, the individual purchaser
(transferce/buyer), in conjunction with the FFL (transferor/seller) must complete an ATF Form
4473, Fircarms Transaction Record.

1%, The current version of the ATF Form 4473 was most recently updated in May 2020,
The information that follows is based off the May 2020 format ard layout of the ATF Form 4473.
At the top of page T of the 6-page Form 4473, a waming appears regarding unlawful transactions.
An excerpt of the top page 1 of the form warning appears helow:

OMB N ARG
T.%. Department of Josthr
Buyean of Aleohol. Totmooo. Frmsam aud Exploives Tirearms Transaction Record

Y f’:tmeufd:Gmf@d»\aLlsL’.SC OB ot ey, nr.nﬂmbkblqalalﬁymmwaﬂuwma : chon &
250000 Lo A persr whe: exponts « Sinesam wifion! o propar sehadizahon Fo +4hsr fhe Departnand of (ounesre or e v Nubg 1 e}
Depactment of Steis. s apphicatde, & sdpnot 1o 8 for of not mans fhan 51,000,000 &0 wp 10 20 y2ous inprisarsek . _
Flead the Metiors, lndroctiony, ned Definitions o3 el forme Pregare I oapmal tuly @ the fieareed prenmises [nchdmg besiuess

wrggornh: comducied foe » ¢ eiriing qun show o evend o the same Stetp inwhich the prenmses i kool ules te teskton

kB rder 1R 1T S0 234e), AM rabrde moust be hamdnriitea in bnk aaless tonmitted ander ATF Rl 1016 3 F1EASE PRINT !

The wamning cautions that the information provided is used o determine if the purchaser is
prohibited from receiving firearm(s), and explicitly reads, “Any person who expors a fitearm
without 2 proper sutherization from cither the Department of Commerce or the Depariment of
State, as applicable is subjeet to a fine of oot more than $1,00,000 and up w0 20 years

imprisonmet.”




19, In Section A of the 4473, firearm(s) description information must be recorded by

the FFL {transferor/seller). Section A of page 1 is excerpted below:
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20.  In Scction B (en page 1), the form is required to be completed by the purchaser
(transferce/buyer). It requires the purchaser’s identifying and demographic information be

provided as reflected in the excerpt below:
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21. Section I3 also requires the purchaser respond to a series of “Yes® or ¥No™ questions
under 21a-21k. These guestions are used by the transferor to determine if the purchaser is
prohibited from possessing/receiving fircarm(s). Question 21 s sphit between pages 1 and 2, a5

depicted below
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22, Question 2L1. specifically asks, “Are you the actual transferce/buyer of the
fircarm(s) listed on this form and any continuation sheet(s})...” In bold fomt, it continues,
“Warning: You are not the actua! transferee/buyer if you are acquiring the firearm(s) on behalf of

another person. 1f you are not the actual transferec/buyer, the licensee cannot transfer the

fireartn(s} to you.”

23, Between questions 21 and the certification portion of question 22, the following

staternent appears.
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24 The certification staterent cautions specifically, “1 understand that answering “yes™ to
question 21.a. if | am not the actual transferce/buyer is a crime punishable as a fefony under Federal faw,
and may also violate State and/or local law.” [t also warns, “1 alss understand that making any fulse oral
or watten statement, or exhibiting any false or misrepresenied identification with respect to this
transaction. is a crime punishable as 4 fefony under Federal law, and may also viotate State and/or local
law.” It continues, I forther understand that the repetitive purchase of fircarms for the purpose of resale
for livelihood and profit without a Federal firearms license is 2 violation Federal law.”

25, The Background check portion of the form is docurmented by the FFL in Section C of pages
2-3. Uinless the purchaser has a valid concealed carry weapon permit aceepted in the state of purchase, the
FFL is required to initiale a National Instant Check System (NICS) check with the Federal Burcau of
Investigation (FBI) to determine if the person has any prohibiting factors that would preclude them from
fawfully possessing or receiving fircarmés). When a NICS check is initiated by an FFL, NICS provides a
unique identifier consisting of letters and numerals, which s referred to as a NICS transaction number,
NICS also tvpically gives one (1) of the following responses: proceed, delayed. or denfed. On a proceeded
transaction, the firearm(s) can be transferred to the purchaser tmmediately; the oppasite occars with a
denied transaction and no transfer is permitted. Delayed transactions may require additional time 10
research and may still result in a proceed or dented. [t is possible that an inconclusive or untimely “no
response” from NICS results, and it s possible for a fircarm o be wansferred lawfully by an FFI

while in a “delaved” status, Section s excerpled below:
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26, Page 3 fusther contains an option Section 1 re-certification by the purchaser that is only

compteted if the firearm(s) transfer takes place on a date different than the purchaser signed Section B.
27, Page 3 also includes Section E, which must be completed by the FFL. It contains a block
in item 32 entitled “for use by Licensee” and contains 3 blank optional field. Ttem 33 is a required block
with space for the name of the FFL and business premiscs address to be documented, as well as
documentation of the abridged FFL number (requiring the first 3 and last 5 numerals in the FFL number).
The first 3 numbers corespond to a state and region, for example, for FFLs located within the State of
Arkansas, the first 3 numerals are 5-71. The last 5 numerals are unique o the individual FFL. The first 3
and last § numerals of the FFL number generally do not change &s long as the license remains valid and
issued to the same entity, so they are commonly used within the firearms industry and within ATF without
inclusion of the county codes, license type, and expiration year and month codes that fall between the first

3 and last 5 numerals.

28, Section E on page 3 further contains the following certification section to be corapleted

by the FFL.

The Individeal Treadrrring The Faearmis) Mest Copiplets Questions 31-35,
For Denked Canrelled Trunsactions, The Endividual Whe Compdered Sectien O Musy Complate Quustions M-18.
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29. By signing Section E, and completing questions 34-36, the dealer/transferor cettifies (in
part) the fact that they have verified the identification of the purchaser. The remainder of pages 3-6 include

potices, instructions, definitions, and similar information to be vsed for reference.
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