ATTACIMENT Al
DESCRIPTION OF THINGS TO BE SEARCHED

l)-i,itﬂc Rock. Arkansas 72223 (SUBJECT PROPERTY);

2} iPhone SE Space Gray 128GH with International Mobile Equipment Identifier MEL Number
and Intcmational Mabile Subscriber Identity (IMSE) Numbe
3i iPhone SE 20 2S6GB black with IME Number—:md IMSI Number

and
4) Other celtular and clectronic devices

SUBJECT PROPERTY is further described as a split-level residence, with light colored stueco type
siding on the upper portion of the residence and rock finish on the lower portion_ The property has 2 rock
finished mailhax on the curb line just west of the driveway, with the numberjiiijwritten in black on a
white biock. The driveway runs along the southeastern side of the residence to the garoge, that faces cast.
The SUBJECT'S PROPERTY is shown below:

Photopraphs of SURIECT PROPERY taken Fehruary 8, 2024

Vhis warrant authorizes the forcnsic examination of the phonce(s) ‘or the purpose of identufying
electronically stored information described in Atachment B )
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ATTACHMENT A2
DESCRIPTION OF THINGS TO BE SEARCHED

1) A white 2022 Toyota Hightander, with Vehicle Identification Number (VIN) STDDZRBHONS 161319,
(SUBJECT VEHICLE), and

2} Other cellular and clectronic devices tocated in the SUBJECT VEHICLE to includc, an iPhone SE
Space (tray 12808 with Intemational Mobile Equipment Identifier (IME]) Number

and Intemational Mobile Subseniber ldentity (IMS]) Numbe and an 1Phone Sk 20
256GH black with IMET Numbser and IMS] Number

The SUBJECT VEHICLE is shown below:

Photograph of SUBJECT VEHICLE, [« Macch 3, 2024

Thus warrant suthorizes a vehicle search warrant, ax weldl as the forensic examination of the phone for
the purpose of identifyng electronically stored information deseribed in Attachment B,



ATTACHMENT B
INFORMATION 7O BE SEIZED

Al property, records, and information described in Attachment A that constitutes evidence.

frits, und instrumentalitics of violations of 18 U.S.C. §§ 922(2)(1§A) and 922{a)6) including:

n

Firearms, firearm parts and accessories, anmunition;

Flectronic devices and b} internet browsing histary. as well as telepbonic, toxt, and elestronic mal
meseages regarding the unlawful acquisttion, transportation, disposition, and/or transfer of firearms:
information regarding the payment(s) for fircarms or payment for the acquisition, transportation,
dispositiun, and’or transfer of firearms; the acquisition, transporttion, sate, or distribution of
contzalled substances, or the acquisiiion, transfer, or conccalment of assets, maney, or procecds by
any means;

All hank records, wire tansfer records, bank statements, (ax records, Lax reiurs, financial records
and notes. cheeks, credit card bills. account information, and other financial records;

Cosrespondence, notations, logs, receipts, journals, books, records, and other documents noting
the price, quantity and/or times when firearms or controlied substances were obtained and/or
sold;

Any and all address books. telephone regords, telephene books, date baoks, catendars, payment
records, and telephone call logs and other items reflecting names, addresses, and telephone
nurchers:

Recards reflecting the purchase of lease of real estate, vehicles, or other Hems, obiained with the
proceeds from the sale of fircarms and refated activities;

fecords of off-site locations to store records, firearms, or controlled substances, including safe
deposil keys. records, receipts, rentad agreements for storage fucilities;

Reeords of mail and communication services:

Memetiton, including photopraphs, and other historical keepsake stems which document the
wesocition of co-conspirators. with each other and other suspecied assoctates involved m the
ramporativrishipment of firearms, receiptpassession’sale of Brearms: oF eananirey to comn
sindd offenses s well property or assets purchased with legad proceeds,

Fists of senrees of supply. custormers, ond redated identifyg infopation:

Fypes, amauwsts, wnd prices of tircarmys amd contralled sebaances. as wellas dates, places, and
amounts of wpefie frunsachony;

Pt tagsnapres amd other commutications stored ap electeonic deviees relating to the ahove-

reterensed offenses or wdentification of co-copspiraton,

o Any nformation related G the co-cnnspiratons, custolpets, aid lences Gnelading oames
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addresses, phone numbers, or any other identifying imtornation);

n. bvidence of user attribution showing who used of owncd the coliviar telephe
devices deseribed in Attachment A a1 the time the things dercribed in this warmant wers
edited, or deleted, such as logs, phonchooks, photographs, saved asetnames and passw
documents, spreadsheets, and browsing history; and

o. Fvidenee regarding the user's location and all focation information that may be obtained 12071
cellular telephones and GPS devices.

As used abave. the terms “records™ and “inforration” include el of the joregoing item cof gvidencs
in whatever form by whatcver means they may have been created or stored, including any fo '
paper, computer or electronic storage (such as flash meinory or SIM cards, or other mudia that can stare
data) and any phoetographic form,
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St (e 1103 D Ceaah and S0 few Warrant

UNITED STATES DISTRICT COURT
for the

Eastern Disteiet of Arkansac

In the Matter of the Search of
(Bripfly decorihe the property 1o be searehed
o ide iy e persan by nume ared address)

}
)
)
Residence located at )
}

SEARCH AND SEIZURE WARRANT

Case No. 4 24sw00082 JJV

Ta: Any authorized law enforcement officer

A applization by a federal taw enforcement officer or an attomey for the government requests the search
of the iollowing person of property loeatedinthe  Eastern  Dastietof _ Arkansas
tisteruity she persan or deveribe the propetiy 10 be searched and give its location):

See Attachment Af

1 find that the affidavit(s), or any recorded testimony, estahlish probahle cause ta search and seize Lhe person of propemy
deseribed sbave, and that such search will reveal fidentify the peecon or deseribe the property ks be seized).
See Attachment B- evidence of viglations of Title 18 1.5.C. §§ 922{a){1){A) and 922{a)(5).

YOU ARE COMMANDED o exccute this warmant on or before _ March 20,2024 ot 1o exceat 14 éasi
& in the daytime 6:60 a.m. 10 10:00 p.m. T at any time in the day or night because good cause has been establisted

Liniess delayed notice is nuthorized below, you must give a copy of the warant and a receipt for the propety taken to the
person from whom. of from whose prentiscs, the property was taken, or leave the copy and receipt at the place whers the
propeny was (aken.

The officer cxecuting this warrant, or an officer present during the execution of the warmant must prepare an inveatory
as required by law and promptly retum this warrant and inventory to o . . Joed Volpe

FLimped Seates Magisieaie Judpe’
" Pursuam to 15 U.S.C. § 3103aib), | find that immediate notification may have an wdverse resalt listed in 18 .5
§ 2705 (except for delay of trizh, and authorize the afficer execuling this warrant todelay notice ta the persan wha, or whase

propeny, will be searched cr seized seheck the wpropriate box)
{7 undid, the fscts justifving, the Later spesific date of

7 for ] days tmorio cxcced 104

Date and lime issued: 03/06/2024 2.43 prr: - R
' Jradye v Gganriurs

) Joe L Volpe, United States Magistrate Judgg'

Pringed saese and tile

ity and state: i_-_fme R%Aman,sﬁﬁ,A R S
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Hteturn

Coase hos

4 74ow00067 LIV

Date and Hing warrant cxeculed;

Copy of wartant and inventory left with:

Inventory raade in the presence of ;

Inventory of the property tahen and name of any persen{s) seized:

Certilication

§ dezlare undor penstfe af periury that this vestony 15 correet and was reiaried wong with the oriinad warant (e the

desiprated judge

S T R

Friinod s wnd dale




AT ey 1iFLY Search and Sepure Wirrard

UNITED STATES DISTRICT COURT
fir the

Fastern District of Arkansas

In the Matter of the Search of
Bricfly describe the propeety b be searched
ur identif the person By name and addressi

Case No,  4:245w00063 UV

a white 2022 Toyota Highlander with ViN number
5TDDZRBHING 161313 (SUBJECT VERICLE)

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

Ar application by a federal law enforcement officer or an afterney for the governmenl requests the search
of the following person or property located inthe  Easters - Digrictof e Arkamsas
Fedantsfy the person or descrite die propeety fo be searched angd jrive wts facation.

See Attachment A2

{ find that the affidavit(s), or any recorded testimony, establish probable cause to search and sciee the person ¢ property
doseribed above, and that such search will reveal fidentts the person or describe the propariy 10 be seited?.
Sea Atlachment B evicence of vickations of Title 18 U.5.C §% 922(a}{1){A) and 822(a){8)

YOU ARE COMMANDFED ta exccute this warrant o or before Maieh 20,2024 morso cocred 19 oy
& in the duytime 6.00 am, 10 10:00 pan. 3 at any time in the day or nigh beeause good cagse has been established.

Unless delnyed natice 1s authorized below, you must pive a copy of the warrantand . receipt for the poperty tzhen o the
person from whem, or from whaose premises, the properly wits taken, or Ioave the copy and receipt at the plece whore the
property was taken.

The oificer axecuting Uits warrant, or an officer present dusing the exceution ol the warrant, nust prepare a inventen
i required hy low and promptly return this warrant aind inventery e Jog J Valpe )

Aonsted Suziey Magestraie Jadpei
77 Purseant to 18 ULS.0. § 3103a0b), 1 lind that inmedine notification may have an adverse resalt bsted in 18 LS O
% 2703 geacept for detay of trial), and authorize the oflicer execating this warranl to delay notice o the person who, of whose
property, will be searched or seized fcheck dhe appropriate bex)
T ofor davsmsrieread 3y 3 until, the facts justifving, the fater specifie date of

H

[aaze and nmne e 03/06/2024 243 pm

i Rf:»er Atkansas o ] Voipe United States Magstrale huoe

Carg oyl state
Frovestd by ¥ ntie




Aty ud §R7v L WY Acerch el ovicwre Wanamt [Pagr 2}

Return

Crze Moo Date argd time warrand execured, Cupy 0f werrant and inveriory fehowaddi:
4.245wC0083 JIV

Invertory made in the presence of

Inveniory of the property aken and same of sny personfs) seized:

Certification

I Aoctare tmder nenalty of poriury thit this ventory i cormect aind was wiumd along witl the enginal wanas w e
desipagied puipe.

[ate:




IN THE UGNITED STATES DISTRICT COURT
EASTERN DISTRICT OF ARKANSAS

INTHE MATTER OF THE SEARCH OF THE
RESIDENCE LOCATED AT Case No. 4:24sw00062 JJV
4:24sw00063 11V
¥iled Under Ses]

(SUBJECT PROPERTY) and A WHITE 2022
TOYOTA HIGHLANDER, WITH VERICLE
IDENTIFICATION NUMBER (VIN)
STDDZRBHONS161319, (SUBJECT
YEHICLE)

UNITED STATES’ MOTION 10 SEAL SEARCH WARRANI,
APPLICATION, AND SEARCH WARRANT AFFIDAVIT

The United States of America requests an order of the Court sealing this Motion, the
Scarch Warrant, the Application for Search Warrant, the Search Warrant Affidavit, the Inventory
Return, and the Order to Seal, in the above captioned and numbered matter. In making this
request to seal the search warrant papers, the United States relies on the facts and statements set
forth in, or on the face of, all of the search warren! papers and this motion, including the
Affidavit for the Search Warrant. As set forth in the Affidavit, this matter concemns allegations of
violations of Title 18, Uniwed States Code, Sections Title 18, United States Code § 922(a){1XA)
and Title 18, United States Code § 922{a)6).

Moreover, the United States submits that the following statemeats of law are applicable
to this request.

! The search warrant in the case showld be sealed

The search warrant identifies the property to be searched as it must, and, thus, provides

an easy means by which to identify a potentinl subject of 3 criminal investigation,  This

Page 1 of 7




revelation would adversely affeet the privacy interests of the putential subjects. Moreover, the
scarch warrants indirectly reveal information regarding the scope and focus of a grand jury
investigation.

Z The Applicatian for the Search Warrani, and iis supporting affidavit. showld also
be scaled for a number of reasons.

A. The government has a compelling interest in maintaining the integrity of an
ongoing critninal investigation by denying public access to the details of the ongoing criminal

investigation in this matter. The interest of the United States in this regard has been recognized

by the United States Court of Appeals for the Eighth Circoit. Certain Interested Individuals v,

Pulitzer Pubiishing Company, 895 F.2d 460 (8th Cir. 1990) (Gunn 1); In re Search Warrant for

Secretarial Area Outside Office of Guon, 855 F.2d 569, 374 (8th Cir. 1988) (Gunn 1. The

current investigation s in a critical stage and disclosure of the search warrant application and
attidavit would provide details of the nature, scope and dircetion of the govemment's criminal
investigation in this matter. Revelation of this material would not only make it available to the
general public but 1 the potential subjects of the investigalion,

B. The disclosure of the search warrant applicaton and aflidavit would expose
the identities of persons who have provided information in connection with this 1nvestigation.
The United States Supreme Court has reeognized that the govermment has an important interest
in maintaining the anonymity of persons providing information concerning crimina! activity o
law enforcement. McCray v, Jllinors, 386 LS, 300 (1967, Coasequently, persons who aci as
mere lipsters and who provide information o support a finding of probable cause for the
Issuance of g search warrant or an arrest wartand do not Lave 1o be disclosed even within the

context of a fommal eriminal trial. 10, Moreover, those Individuals who provide information
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which is utilized in an aftidavit in support of a search warrant have u legitimate and reasonable
expectation that their confidentiafity and privacy will be protected by the government. See. e.g,

In re EveCare Physicians of America, 100 F.3d 514, 519 (7th Cir. 1996); [n_re Search Warant

for 2934 Anderson Maorris Road, 48 F. Supp. 2d 1082 (N.D. Chiv 1999): In re Scarch Warrants

lssued on June 11, 1988, 710 F. Supp. 701, 704-05 (D.C. Minn. 1989},

C. Disclosure of the contents of the scarch warrant affidavit will identfy
potential government witnesses. The United States is not even required o disclose the identity
of its witnesses within the context of a criminal trial except ender very limited circumstances.
‘The search warrant affidavit in this case specifically identifies persons who have provided
information in connection with the investigation, I the contents of the affidavit are disclosed,
the identities of these potential witnesses will be revealed, again. not only to the public at large
but 1o the potential subjects of the investigation.

. As stated ahove, this investigation is in the pre-indictmemt stages. No
indictments have been retumed and no charges have been filed againgt any person by complaint
or gtherwise.

3, The inventory retum filed with the Court following the execution of the search
warrant shouid also be sealed at this stage of the investigatian 10 protect the affected party's
privacy rights. While the United States is oblipated by Rule 41{f). FR.CP. to leave 2 copy of
the warrant and the inventory at the lecation searched, dutng so dows not plave those documents
in the hands of third persons, only in the hands of the very person or persons who have a privacy

interest entitied te Constitutional protection.
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A tethe provaey Intergsis set forth above, the Lights Oircwit by secopnized Bt the
privacy intersste of the parties affected by the search warrant mast be considered  The disclosuse
o the contents of the search warrant papers could damage the reputations and careers of prople
fripiicated in eriminal conduct and cyuld possibly even damege the character and reputations of
wnacent tied parties prior to the institution of any formal charges  The courts have recogmized

that such 2 result should be avoided if possible. Inre EyveCarg Phvsiciuns of America. 160 F 3d

214, 51 {Tth O 1996 Inre Up Nerth Plastics, 940 F. Supp. 229, 232 {0 0 Minn. 19963 In e

Seareh Warranty Issued on June 11, 1988, 710 £, Supp. 761, 704-705 (D.C. Minn, 1989); Goan
1}, supra at 366-67. Under the circumstances, the Court must congider the procedural posture of
the govemment's criminal investigation in any decision 1o disclose or scal the contents of the
riphts in the release of information regarding search warrants. The government and Fulitzer had
agrecd to release the information to the public. MeDonnel Douglas and Gunn sought to have the
informalion scaded beecause of their right of pnivacy. The Coun stated,

Pwihiere ne indictments have issued against persons allegedly involved in criminal

zetivity, there 15 a clear sugpestion thutl, whatever their truth, the Government

cannog prove these atlegations  The court of public opnion is not the place to

seek 10 prove them. I the Governmant has such proof, it should be submitted to a

grand jury, an iostiubion developed to protect all citzens from uofounded

charges, Al citizens, whatever their real or imagined past history, arc entitled o

the protecuon of 2 grand jury procecding.
Boat 266 The Count bulanced the two constitusionsz] rights in conthict, the qualified Tarst
Amendment right of soeess and the qualilied Fourth Amendment night to privacy and declared
neshier of tham absoluwe. The determining factor for the Court in weiphing in favor of sexling

ihe sexreh maberials was the fact that an indictment bed pot boen obtained, The Court concluded
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“In sum, we think the pre-indictment status of the governments criminal investigation hips the

halance decivively in favor of the privacy inferests and against disclosure of even redacted
versions of the scarch warrant affidavits af this time.” 1d. at 467. (emphasis in original).
No Less Restrictive Means are Available

General Order 22 requires that the Government address why less restrictive means to
sealing all search warrant documents are not available.  Less restrictive means may inciude
redaction of names and personally identifying information, linc-by-line redaction of facts and
events, or extraction of excerpts from search warrant documents. Courts have ruled that these
less restrictive means do not adequately protect the interests of the government or individoals in
a number of instances.

First, the Fighth Circuit in Gunn ], cxplains that “line-by-linc redaction s not
practicable,” noting that “[vlirtually every page contains multiple references 1o wirctapped
telephone conversations or to individnals other than the subjects of the scarch warrants or reveals
the nature, scope and dircetion of the government's ongoing investigation.” 855 F2dat 574

Second, less restrictive means are not sufficient to protect privacy interests of individuals
named in the search warrant documents. Courts have held that redaction of individuals names

daes not “protect the identities of vanous individuals due to the context in which they are

mentioned.”  In re Scarch Warrant for 2934 Anderson Mords Road Niles, Ohin, 48 T Supp.

1082, 1084 (N.13. Ohio 1999). This protection of individuals identifiable through “context” is

followed by the Eighth Circuit in Guan 11 In Gunn 11, the Eighth Circuit continued 10 maintain

the seal of the documents in Gunn [ as the privacy interest of individuale named in “cven the
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redetted verion: of the cewrch warmant afiidavits” outweighed the public’s Firsr Amendrnen
gualificd right of access. Sce Gurn 1, 895 F.2d at 406,
third, less restrictive means of extracting excerpts s nol an effective aliernabive to

sealing the entire document where it contains “detatled, specific information which, i diselosed.

would compromise the ongoing government investigation * [nthe Matier of the Search of Office

Suitey for World and Islam Studics 925 F. Supp. 738, 743-44 ?M.D. Fla, 1996). In the Mattier of

< Secarch of Office Suites for World and Islam_Studies, the distriet court found that the

affidavits are “designed to support probable canse and each seetion builds on the next”. zod
“Ivlirtually cvery page of the affidavit contains references o conversations and events, and
reveals the nature and scope of the on-going govemment investigation, including individuals not
the subject of the search warrant.” 1d. at 744, Further the court found that cxtraction of excerpts
was inadequate to protect the government's interests, as “even a portion of the affidavit would
reveal, oithbur eaplicidy or by inference, the scope and direction of the Governments
ivestigation” )d,

WHEREFORE, for each of the above reasons, the United States respectfully ruguests tha
the Court enter an order which: (1) seals this motion pending further order of the Court; (21 seals
the nearch worrant, the application for the scarch warrent, the affidavit in suppont of the
spplication, the inventory return. and the order 1o seal until formal charges have been fifed as s
pesult of the invetipation by criming] complaint or indictment, or untii sach fime a3 a molon is
smade 1o e Court wetting torth why the sealing of the search materind 18 no lopger jushfied by the
Torgrany fEasonn,

(END OF TENT SIGNATURE PAGE ATTACHED:
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By

Bespectivlly submitiod,

JOMATHAN L ROSS

Uiniked 8 \z:;-; Atterne
! EnY
/{/ Y ,j»»-
3 /K '.4._,[” ]

- AT
FAUSTIN H BRYAN|
AR Bar Nunbe: 2009150
Asseitant United States Aoy
Post Difice 3oy 1229

ERTIE]

Dittle Roek, Arhareag 72003

Telephane: (501 340
Eonaed Krisdn Brvantid
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